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From zero trust to explicit trust

Executive summary

at a compound annual rate o
14.8 percent.’

Without data-level trust verification,
organizations face a compounding
dilemma. Each new smart sensor,
each vendor cloud connection, and
each cross-border energy transaction
introduces trust relationships that
network segmentation cannot govern.

The Trusted Energy ]
Alliance (TEIA) provides the
for securing this growth, turn

from a network property into a data

property.
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Smart devices bypass network controls

Today's energy infrastructure is These devices feature added computing

populated by intelligent sensors and storage capabilities, autonomous The energy sector

and actuators that communicate self-diagnostics, and direct cloud

directly with vendor cloud platforms communication channels that deliver as the fOUI’th Most

via cellular networks. A smart meter tremendous operational value. d . d

sending data to its manufacturer for o ta I’g ete INAuUst ry
Organizations cannot afford to sever

predictive maintenance, or a solar
inverter transmitting performance
telemetry for firmware optimization,
creates trust relationships entirely
outside the network perimeter.

: 3
these connections, yet they represent g | O ba | |y
exactly the kind of implicit trust that
zero-trust principles seek to eliminate.
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Cost categories

7z

Security blind spots

Smart devices communicating via cellular or
satellite networks bypass segmentation entirely.

\

0

Integration friction

Multi-vendor, multi-protocol energy environments
require continuous custom integration to
maintain trust across system boundaries.

Compliance exposure

Regulators increasingly demand verifiable audit
trails for energy transactions and grid services.

As energy systems become more
distributed, transactions and data
flows increasingly span multiple
protocols, organizations, and
jurisdictions. A virtual power plant
aggregating demand response across
building controllers, or a cross-border
energy trade requiring proof of origin,
involves trust chains that no single
network can govern.

Network-based zero trust was
designed for environments with a
definable perimeter. Distributed
energy has no such perimeter.

TEIA's founders recognized that the
trust model itself, not the network
architecture around it, needed to
change. The paradox disappears
entirely with explicit trust. What
remains are only questions of
implementation quality.

The actual cost of relying solely on
network-based security extends far
beyond firewall and segmentation
budgets. Organizations face three
interconnected cost categories that
compound as distributed energy
systems grow more complex.
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The compounding cost of blind spots

When a charging point operator
deploys OCPP-connected chargers
across multiple sites, each unit may

also communicate with its manufacturer

for diagnostics and firmware updates.
Network segmentation secures the
OCPP channel but has no visibility
into the vendor connection.

Multiply this pattern across hundreds
of devices and multiple vendors,

and the proportion of data flows
operating outside security governance
grows with every deployment.
Organizations invest more in network
controls while the trust gap widens.

Global spending on cybersecurity is
projected to approach

a quarter of a trillion dollars in
2026.* Much of that investment
reinforces perimeter models

that govern a shrinking share

of actual energy data traffic.

Energy service providers working
across virtual power plant aggregation,
demand response, and grid balancing
must maintain trust across multiple
protocols and organizational
boundaries. Each integration point
requires custom security mapping that
must be rebuilt whenever a protocol
changes or a new partner joins.

Global spending

on cybersecurity

is projected to
approach

a quarter of a trillion
dollars in 2026.#
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Explicit trust for energy systems

TEIA's explicit trust model delivers six
strategic advantages by moving trust
verification from the network layer to the
data layer. Rather than adding security
tooling, TEIA changes where trust lives,
embedding cryptographic verification
directly into every interaction.

o,
QO
Reduced security blind spots

Every message and endpoint is cryptographically
verified regardless of communication path. Smart
devices communicating via cellular, satellite, or any

network carry their trust credentials with the data itself.

Protocol-agnostic security

TEIA works across OCPP, OpenADR, IEEE 2030.5, and
other standards without custom security mapping

for each protocol. Trust attestation survives protocol
translation and network boundary crossings.

ad
Verifiable audit trails

Cryptographic proof of every energy
transaction, dispatch decision, and grid service
interaction provides the immutable records
that regulators increasingly demand.

Seamless multi-party trust

TEIA excels in multi-party scenarios, enabling trust
chains that extend from grid operator to individual
device without custom integration at each boundary.

Non-disruptive deployment

TEIA's integration libraries enhance current systems
without full replacement. Organizations protect
existing investments in protocols and infrastructure
while gaining data-level trust assurance.

rO---
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Lg---
Al-ready verification

As Al-enabled optimization grows across energy
systems, TEIA provides verifiable decision audit trails.
Every action can be cryptographically traced.
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Where energy is going and beyond

As the number of conne

devices grows by double aigts annually, T
the gap between network-based trust ~ Critice

and actual operational trust widens.
Incremental improvements to perimeter cybersecurity legisla
security cannot close a structural gap. advance globally. Orga

build explicit trust into their architec
Adopting explicit trust is a reallocation now position themselves to lead the
of resources, shifting investment next phase of energy digitalization.
from complex network segmentation
toward cryptographic verification
that travels with the data.
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Taking the next step

Organizations looking to adopt explicit
trust for their energy infrastructure have
access to comprehensive resources
through TEIA. The alliance provides open
specifications, technical documentation,
implementation guides, and integration
libraries designed to enhance existing
systems without disruption.

Working groups bring together
charging point operators, energy
service providers, grid operators, and
technology vendors to develop and

refine the standard collaboratively.
Reference architectures demonstrate
how explicit trust integrates with
OCPP, OpenADR, IEEE 2030.5, and
other established protocols. Partner
organizations offer implementation
support and training to accelerate

adoption and reduce deployment risk.

The future of energy depends on
systems that can maintain trust across
increasingly complex, distributed
networks. Explicit trust provides that

foundation: verified data, verified

identity, any network. The question is not
whether this transformation will occur, but
whether your organization will lead it.
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